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Presenters for today

Advise, Build & Manage Azure & Microsoft 365 Solutions

• Commercial

• Government Community Cloud (GCC)

• Government Community Cloud Hight (GCC-H)

Thomas Turner, Director
Thomas.Turner@rsmus.com 
https://www.linkedin.com/in/thturner/

Architect, Audit & Secure

• Azure & Microsoft 365

• AWS

• GCP & Google Workspace

Ahmed ElShekh, Manager
Ahmed.Elshekh@rsmus.com
https://www.linkedin.com/in/a-elshekh/
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RSM’s Partnership with Microsoft

Recent Microsoft FY23 Awards

 Partner Of the Year Winner Defense and Intelligence
 Partner Of the Year Winner D365 Finance 
 Partner Of the Year Finalists D365 Business Central
 Partner Of the Year US Finalists Government 
 Partner Of the Year US Finalists Community Response
 Partner Of the Year WW Finalists Government 
 Partner Of the Year WW Finalists Healthcare & Life Sciences
 Partner Of the Year WW Finalists Business Intelligence



• Cloud security incidents led to an average financial 
loss of $3.4 million in 2020

• 88% of organizations using cloud services 
experienced a security incident in 2020

• Cloud security incidents can lead to huge financial 
losses

• Cloud security enhances your organization’s ability 
to detect and respond to threats

• Frequent cloud security monitoring helps comply 
with regulations

• Cloud security monitoring helps identify 
weaknesses in security posture

• Your cloud security posture can be measured and 
improved over time

5

Why is cloud security important?



The goal is to provide an overview of 
dashboards leadership can use to measure 
the current and projected security & 
compliance posture of cloud-based 
information assets 

s Learning Objectives
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Microsoft Security Capability Mapping
Access Control Security GovernanceSecurity Operations

Establish Zero Trust access model to modern and 
legacy assets using identity & network controls

Detect, Respond, and Recover from attacks; Hunt 
for hidden threats; share threat intelligence broadly

Protect sensitive data and systems. Continuously 
discover, classify & secure assets

Continuously Identify, measure, and manage security 
posture to reduce risk & maintain compliance

Identity Admin, Identity Architect, 
Identity Security
• Entra ID (Formerly Azure AD)

• Multifactor Authentication
• Conditional Access
• Application Proxy
• External Identities / B2B & B2C
• Security Service Edge (SSE)
• and more..

• Entra Permission Management
• Windows Hello for Business
• Microsoft 365 Defender 

• Microsoft Defender for Identity
• Microsoft Defender for Cloud Apps

• Azure Bastion
• Azure Administrative Model

• Portal, Management Groups, Subscriptions
• Azure RBAC & ABAC

Network Security
• Azure Firewall
• Azure Firewall Manager
• Azure DDoS
• Azure Web Application Firewall
• Azure Networking Design

• Virtual Network, NSG, ASG, VPN, etc.
• PrivateLink / Private EndPoint

Endpoint / Device Admin
• Microsoft Intune

• Configuration Management
• Microsoft Defender for Endpoint

Data security
• Microsoft Purview 

• Information Protection
• Data Loss Prevention

• Microsoft 365 Defender 
• Microsoft Defender for Cloud Apps

People security
• Attack Simulator
• Insider Risk Management

Security architecture
• Microsoft Cybersecurity Reference Architecture

https://aka.ms/MCRA
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• Microsoft 365 Lighthouse
• Azure Lighthouse [multi-tenant]

Security Operations Analyst
Microsoft Defender XDR

• Microsoft Defender for Endpoint
• Microsoft Defender for Office 365
• Microsoft Defender for Identity
• Microsoft Defender for Cloud Apps
• Microsoft Entra Identity Protection

• Microsoft Defender for Cloud
• Microsoft Defender for DevOps
• Microsoft Defender for Servers
• Microsoft Defender for Storage
• Microsoft Defender for SQL
• Microsoft Defender for Containers
• Microsoft Defender for App Service
• Microsoft Defender for APIs (preview)
• Microsoft Defender for Key Vault
• Microsoft Defender for DNS
• Microsoft Defender for open-source 

relational databases
• Microsoft Defender for Azure 

Cosmos DB
• Microsoft Security Copilot (preview)
• Microsoft Sentinel
• Microsoft Security Experts
• Microsoft Incident Response

Detection and Response Team (DART)

Posture management, Policy and 
standards, Compliance management
• Microsoft Defender for Cloud

• Secure Score
• Compliance Dashboard
• Azure Security Benchmark

• Azure Blueprints
• Azure Policy
• Microsoft Defender External Attack 

Surface Management (MD-EASM)
• Azure Administrative Model

• Portal, Management Groups, Subscriptions
• Azure RBAC & ABAC

• Microsoft Purview 
• Compliance manager 
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Innovation Security
Integrate Security into DevSecOps
processes. Align security, development, 
and operations practices. 

Application security and DevSecOps
• (Same as Infrastructure Roles)
• GitHub Advanced Security
• Azure DevOps Security

Infrastructure and endpoint security, 
IT Ops, DevOps
• Microsoft Defender for Cloud 

(including Azure Arc)
• Entra Permission Management
• Azure Blueprints
• Azure Policy
• Azure Firewall
• Azure Monitor
• Azure Web Application Firewall
• Azure DDoS
• Azure Backup and Site Recovery
• Azure Networking Design

• Virtual Network, NSG, ASG, VPN, etc.
• PrivateLink / Private EndPoint

• Azure Resource Locks

Incident preparation

Threat intelligence Analyst
• Microsoft Defender Threat 

Intelligence (Defender TI)
• Microsoft Sentinel

OT and IoT Security
• Microsoft Defender for IoT (& OT)
• Azure Sphere

Privacy Manager
• Microsoft Priva



Cybersecurity Reference Architecture
Security modernization with Zero Trust Principles

S3

Microsoft Entra

Azure Key Vault

Azure Backup

GitHub Advanced Security & Azure DevOps Security
Secure development and software supply chain

Defender for Cloud – Cross-Platform Cloud Security Posture Management (CSPM)

Microsoft Entra Private 
Access & App Proxy

Beyond User VPN

Security & Other Services

Discover

Protect
ClassifyMonitor

Secure Score Compliance Score CSPM: Defender for Cloud Microsoft Defender External Attack Surface Management (EASM) Vulnerability Management

aka.ms/SPA

Endpoint
Workstations,  

Server/VM, 
Containers, etc.

Office 365
Email, Teams, 

and more

Cloud
Azure, AWS, 

GCP, On Prem 
& more

Identity
Cloud & 

On-Premises

SaaS
Cloud Apps

Other 
Tools, Logs, 

& Data

OT/IoT
devices

Microsoft Entra Internet Access

Data
SQL, DLP,  & 

more

Microsoft Defender XDR
Unified Threat Detection and Response across IT, OT, and IoT Assets 

Incident Response | Automation | Threat Hunting | Threat Intelligence
Microsoft 
Sentinel 

Cloud Native 
SIEM, SOAR, 
and UEBAMicrosoft Security Copilot (Preview)

Microsoft Security Experts
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Microsoft Compliance Manager
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Supported Frameworks 
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Over 150+ out of the box assessment templates



Dashboard
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Assessments
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Your Improvement Actions
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Services In-scope
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Controls Breakdown
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Control Overview
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Control Updated
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Microsoft Secure Score
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Microsoft Best Practices

• Identity (Microsoft Entra accounts & roles)

• Device (Microsoft Defender for Endpoint)

• Apps (email and cloud apps, including Office 
365 and Microsoft Defender for Cloud Apps)

• Data (through Microsoft Information Protection)



Dashboard Overview
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Improvement Actions
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Ranking

Ranking is based on the number of points left 
to achieve, implementation difficulty, user 
impact and complexity. 

The highest ranked recommended actions 
have a large number of points remaining with 
low difficulty, user impact and complexity.



Tracking History
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Trends & Other Orgs
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Microsoft Defender for Cloud

RSM | 25

Secure Score
Summarize your security posture based on the 
security recommendations. As you remediate 
recommendations, your secure score improves.

Cloud Security Posture Management
Get advanced tools to identify weaknesses in 
your security posture, including:

• Governance to drive actions to improve 
your security posture

• Regulatory compliance to verify compliance 
with security standards

• Cloud security explorer to build a 
comprehensive view of your environment



Cross-cloud and cross-platform
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S3



Dashboard Overview 
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High Level Cloud Posture Overview
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Security & Compliance Posture Overview
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Recommendations
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Quick Hit Findings
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Drill Down View
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Compliance Posture Overview
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Compliance Posture Overview
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AWS Security
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AWS foundational and layered security services

Identify

AWS 
Systems 
Manager

AWS 
Config

AWS 
Security Hub 

AWS 
Organizations

AWS Control 
Tower

AWS 
Trusted 
Advisor

Respond
Automate

AWS 
Lambda

Amazon 
EventBridge

AWS Step 
Functions

AWS 
Systems 
Manager

Investigate

AWS 
CloudTrail

Amazon 
CloudWatch

Amazon 
Detective

Snapshot

Recover

Archive

Amazon S3 
Glacier

AWS 
CloudFormation

AWS 
OpsWorks

CloudEndure
Disaster 
Recovery

Protect

AWS 
KMS

IAM

AWS IAM 
Identity 
Center

Amazon 
VPC

AWS 
WAF

AWS 
Shield

AWS 
Secrets 
Manager

AWS 
Firewall 
Manager

AWS 
Direct 

Connect

AWS 
Transit 

Gateway 

Amazon 
VPC 

PrivateLink

AWS 
CloudHSM

AWS 
Certificate 
Manager

AWS 
Directory 
Service

AWS 
Network 
Firewall

Amazon 
Cognito

Detect

Amazon 
Inspector

Amazon 
Macie

Amazon 
GuardDuty

AWS 
Security Hub 

Amazon 
Security 

Lake



Security and Compliance Challenges

Backlog of 
Compliance 

requirements

Complexity Signal to Noise 
Ratio

Lack of an 
Integrated View



AWS Security Hub overview
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Use Case Overview
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1. View, Triage and Take Action
Single pane of glass of security and compliance events 
across accounts

2. Consolidate and Route 
Easily route events in normalized format to SIEM, log 
management tool or to take action

3. Visibility
Visibility on security and compliance posture of accounts



Deploy AWS Security Hub
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Turn Security Hub on in all regions and accounts
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• Continuously monitor all regions across your AWS accounts for unauthorized 
behavior or misconfigurations, even in regions that you don’t use heavily.

• This aligns to AWS Config and AWS CloudTrail best practices

https://aws.amazon.com/blogs/mt/aws-config-best-practices/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html



Designate a Management Account for Security Hub
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Gain extensive visibility into your security and compliance status across multiple AWS accounts.

Considerations

• Align internally on where and by whom findings will be viewed, notified, and resolved.

• The manager-member relationship is independent from GuardDuty, Amazon Inspector, or 
Amazon Macie.

• It is operationally efficient to use the same AWS Account as the security management 
account across all AWS security services.

Process

Invite other AWS accounts to enable AWS Security Hub and become associated with your AWS 
account.

• Permission is granted to the management account to manage the findings of the member 
account. Security Hub supports up to 5000 member accounts per management account per 
Region.



Enable Config in all regions and accounts
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When you enable Security Hub in any region, the AWS CIS standard checks and AWS 
Foundational Security Best Practices are enabled by default.

Security Hub uses service-linked AWS Config rules to perform most of the security 
standards’ checks.

You have read-only access to these rules.

• You cannot edit or delete these rules if you are subscribed to AWS service that 
these rules are linked to.

• You are not charged by AWS Config for these service-linked rules. You are only 
charged via Security Hub’s pricing model.



AWS Control Tower/Multi-Account Framework Example
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AWS Cloud

Architecture with 
multi-account 
strategy

AWS CloudAWS CloudAWS Cloud

AWS member accountAWS member accountAWS member account

AWS security tooling admin account

Integrated SIEM

Security Hub Security Hub Security Hub

CloudWatch

Security Hub



Enable Security Hub in all Accounts in Your Organization
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1. From the Organization Manager account setup, the Security 
Tooling account as a Security Hub “Delegated Administrator”

2. Log into the Security Tooling AWS Account and navigate to 
Security Hub

3. Enable Security Hub for all accounts in your AWS Organization

4. Enable the “auto-enable” setting

AWS Cloud

AWS Cloud

AWS Cloud

Member

Member

Security Tooling  
Administrator

AWS Cloud

AWS Organizations

Foundational  Organizational Units (OU)

InfrastructureSecurity

Δ Log Archive

Δ Security Read Only

Δ Security Break Glass

Δ Security Tooling

SCP OU



1. Make your Security Tooling Account a “Delegated Administrator”
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2. In the Security Tooling Account Navigate to 
Security Hub -> Settings -> Accounts
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3. Enable Security Hub for all Accounts in Your AWS Org



4. Enable the “Auto-enable” Setting, All New Accounts Will Have 
Security Hub Enabled
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Enable Security Standards
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Enable Security Hub Security Standards
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With Security Hub, you can run automated, continuous account level configuration and 
compliance checks based on industry standards and best practices.

Current Security standards include:
• AWS Foundational Security Best Practices v1.0.0
• CIS AWS Foundations Benchmark v1.2.0
• CIS AWS Foundations Benchmark v1.4.0
• NIST Special Publication 800-53 Revision 5
• PCI DSS v3.2.1



Security Hub Security Standards
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AWS Foundational Security Best Practices v1.0.0

• Curated set of controls defined by AWS security experts.

• Set of automated security checks that detect when AWS accounts and deployed resources do not 
align with security best practices.

CIS AWS Foundations Benchmark v1.2.0/v.1.4.0

• Checks for compliance readiness against a subset of Center for Internet Security requirements

PCI DSS v3.2.1

• An information security standard for entities that store, process, and/or transmit cardholder data.

• Automatically checks for your compliance readiness against a subset of PCI DSS requirements.

NIST Special Publication 800-53 Revision 5

• provides a catalogue of security and privacy controls for information systems and organizations.

• automatically checks for your compliance readiness against a subset of NIST 800-53 R5 
requirements.



Default Security Hub Security Standards
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By default, when you enable Security Hub, 
the AWS Foundational Best Practices and 
the CIS Foundations Benchmark are 
enabled, but the PCI standard is not 
enabled.

We recommend enabling the PCI standard in 
AWS accounts where it applies.



Enabling New Security Hub Security Standards
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New security standards can be enabled by clicking enable on the standard in 
the Security standards portion of Security Hub



Operationalize Security Findings
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Consolidate your findings
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When you turn on consolidated control findings, Security Hub generates a single 
finding per security check, even when a control is shared across multiple 
standards.



Operationalize Security Findings – Good - Better - Best
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• Good:
• Create custom insight to track security initiative over time

• Better:
• Automate Security Finding alerting

• Blog: https://aws.amazon.com/blogs/security/how-to-set-up-a-recurring-security-hub-summary-email/

• Best
• Fully automate Security Finding response and remediation

• Blog: https://aws.amazon.com/blogs/security/automated-response-and-remediation-with-aws-security-hub/



Take Action on CRITICAL and HIGH Findings
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• Filter Findings on Severity label and Status

• Filters are case sensitive

• Review and Remediate



Insights help identify resources to prioritize
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Create Customized Insights with AWS Security Hub
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Create Insights with the context from your environment

Insights are created using the ‘Group By’ filter

Add filters before using Group By to focus Insight

• Example: Status EQUALS FAILED

Useful Insights

• ResourceType – Groups findings by AWS resource

• AWS account ID – Groups findings by AWS Account in multi account setup.



Each Security Hub finding from a Security or Compliance Standard has an 
associated Remediation

Leverage available remediation instructions



AWS Security Finding Format (ASFF) in Security Hub
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• Security Hub processes all findings using standard ASFF format

• Eliminates the need for time-consuming data conversion

• Correlates findings across products

• Security Hub uses this to prioritize the most important findings

• Can be used to create custom findings for ingestion in Security Hub

https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html



So… What’s Next?  



Next Steps
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• Check your dashboards.
• https://compliance.microsoft.com
• https://security.Microsoft.com
• https://portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade

• Review the recommendations for security & compliance gaps

• Reach out if you have questions or concerns   



The Threat Protection 
Engagement is designed to 
create intent for purchasing 
and/or deploying advanced 
Microsoft Security products, 
including Microsoft Sentinel 
and Microsoft 365 Defender.

Threat Protection

Microsoft incentives

The Cybersecurity Assessment is 
designed to evaluate a customer's 
cybersecurity posture and reduce 
their risk exposure by using 
advanced Microsoft Security 
products: Microsoft Defender 
Vulnerability Management, Secure 
Score, Microsoft Purview for 
Information Protection Content 
Explorer and Insider Risk.

The Data Security 
Engagement is designed to 
create intent for deploying 
and adopting Microsoft 
Purview solutions.

The Microsoft Sentinel 
Engagement is designed to 
demonstrate how Microsoft 
Sentinel helps organizations 
use intelligent security 
analytics and threat 
intelligence to detect and 
quickly stop active threats.

Cybersecurity AssessmentData Security Microsoft Sentinel

RSM is part of an exclusive group of Microsoft partners that can utilize Microsoft's incentive 
programs to assist in funding client projects and engagements.

Contact our team to see if your organization 
is eligible for funding.



Thank you
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