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With you today

Steve Biskie

NELCENED

Principal, National Risk Automation Leader Manager, ERP Risk & Automation Services

» 7+ years of experience in IT internal audit, risk automation
and data analytics roles

« 25+ years of experience in the compliance and
internal/external internal audit roles

Focus on digital transformation in client risk functions,
identifying and implementing process improvements with
RPA and analytics

* Thought leader in the internal audit analytics and continuous
monitoring space

Has helped organizations ranging in size from the mid-
market to the Fortune 10 both implement and optimize the
use of technology for risk management, compliance, and
internal audit-related activities

Leads a specialized team that designs and develops bots
and process workflows using tools such as Alteryx and
UiPath
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Digitizing the modern internal audit

Findings follow-up
Workflow for automated alerts of aged issues / exceptions,
re-testing, aggregation, analysis and visual issue trending

Report findings

Data-driven quantification and automated
reporting of findings and risks. Identification
and communicate in real-time, driving faster
resolution and results.

Value and insights

Utilize tools, process understanding and
testing results to provide value and insights to
management and key stakeholders

Fieldwork / testing
Use RPA to extract evidence from
disparate systems, to automate data

artnerships
o) = . * Continuous input from LODs,
collection, indexing and testing. Includes - lini management and
both controls and substantive testing. EEEEEd \J aadl stakeholders
Utilize process mining, Al, ML, RPA for /\_/ v Use specialists from inside
automated testing and documentation of and outside the organization
lower risk/judgment areas.

People and tools

« Tech-savvy internal auditors

» Upskilled use of tools (GRC tool, Tableau,
Alteryx) to facilitate more efficient and
effective internal audits by allowing internal

auditors to focus on more high risk and
judgmental processes and controls

internal audit-specific planning and

documentation
Use central internal audit tool (eg. internal audit
board), data profiling and trending, visual and
statistical analysis, process mining and RPA for
automated data collection and documentation.
Leverage central/standardized documentation to
drive quality assurance and real time reporting and Dynamic overall planning

insights. Use data-driven risk indicators, output from LODs

(KRI, CSA), rules engine to drive and automate

overall internal audit planning

RSM

Technology & data

Anticipate and drive overall risk
assessment, internal audit plan
and internal audit scope

Source data, metrics catalog,
triggers for breaches, alerting

Automated data gathering to
support real-time risk
monitoring, assessment,
tracking and testing

Automate testing of standard
processes and controls

Event-driven dashboards for
alerts and metrics trends

Continuous monitoring

Use metrics (KPI/KRI) and
data-driven triggers to identify
emerging risks

Monitor via dashboards / alerts
/ work queues

Use workflows to auto-create
issue documentation,

Identify areas for targeted
internal audits
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Why automate in the risk function?

Automation, if implemented effectively, drives down the cost of compliance and
drives the narrative that internal audit does not have to always be a COST center

Done well, automation can also make your risk management functions more
effective by examining full populations (instead of samples), and identifying
potential issues in near real-time.

We want to add value through rationalizing compliance activities, optimizing
business processes and delivering impactful and effective information to
key stakeholders throughout the business.
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Key to continuous risk assessment: risk scoring

As you mature your data-driven risk assessment, you may
ultimately find ourself monitoring hundreds of KRIs to identify
items for investigation. Aggregating risk scores (by location,

Vendor Risk Scoring

e . Supplier Model Risk Score
division, manager, customer, etc.) can help focus efforts in the SipterSpraon s ’ P, i Supplir Spond isk Sere
riskiest areas. W ool 159 Wi oM
Com blnlng Supplier Type Y B '
- Rule based analytics such as round payments, missing
fields, duplicate transactions, etc. T E—
« Statistical analytics such as unusual debit/credit account _ s
. . . . Top 10 Sl_lpplier Operation Risk Score Top Il.:l Supplier Spend Risk Score by
combinations, abnormally high amounts for given budget AL Suppler
line item, etc. B I R e
- External data such as third-party due diligence screening P g T P o
information. S S S

* | Machine learning to tailor scoring based on historical
investigations.
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Use case example

Alteryx — facilitation of user access reviews

Directly supports security and user access principles, can be
automated to prevent tedious follow-ups, missed reviews,
internal audit issues, etc.

Directly inform business managers / IT owners if access
issues stem from other reviews

IT owners can be made aware of custom roles/access
components that are not being used or are used abundantly to
drive onboarding and user provisioning most effectively

Automate timeliness of reviews for compliance benefit

Risk personas w/ benefit -
« Security
 |IT owners
« Business managers
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Use case example

Continuous monitoring & internal audit platforms

« Automation/analytics to consistently update KPIs/KRIs as
evidenced through operational internal audits.

« These can support the business through various KRIs that
internal audit overlays in risk assessments and cost/benefit
analyses

« Third party risk management

 Identify product categories for cost savings potential
« Identify trends in bulk purchases, rebates, discounts, etc.

« Automated application configuration

« Benchmark configurations to automatically detect changes
and narrow the timeframe of potential issue / remediation
efforts

« Insights into how business processes change

 Ability to help various business locations conform to a

standardized process
RSM | 10







Use case example 1

RSM

SAP BASIS validation testing & continuous risk monitoring

7

Problem Statement: Our client’s second Line of Defense identified a gap where no monitoring or validation was being performed internally, and the business was

extremely reactive based on the external internal auditor’s testing procedures.

Value of Automation: Improved risk coverage, continuous monitoring, proactive analysis of the SAP BASIS environment, promoting the company’s innovation

strategy through the use of new technology

~

7

Use case process flow
( N\

Execute ABAP Script to pull all required SAP Data

Aggregate and Transform extracts, processing test logic
along the way

Upload files to
centralized database
for Tableau dashboard
reporting

Output results in Excel
reporting format

+
Tool stack a_l_te ryXx iptableau
Current state Automation state

Coverage

Frequency

Time savings*

Risk |
identification

Defect
remediation

No Independent SAP BASIS
testing procedures

Annual — by externals

40+ providing evidence and
remediation

Reactive — additional time
needed to identify potential or
known defects

Responding to requests and
information from external
internal audit

80+ testing attributes,
independently tested

Continuous/weekly

~0.5 to process 80+ Tests
for 3 instances of SAP

Proactive — near real-time
identification at scale of
potential or known defects

Automated & workflow-
based naotifications,
reminders, access
administration
RSM| 12



Use case example 2

RSM

AWS configuration controls — testing & documentation

7

Value of automation: Improved risk coverage, continuous monitoring, significant reduction in manual effort.
Lessons learned: RPA typically works best on use cases that have already been defined and established.

Problem statement: A new internal audit test program introduced for Amazon Web Services required an increase in resource utilization that was not available.

7

SQ[ Server

Use case process flow Tool stack UilPath @ python = Hitableau

Access AWS console via Coverage Sample of 10-15 Instances

Python APl in UiPath Frequency Bi-annually

Time savings* ~24 hours per instance

Export in-scope data and Update continuous Strategy Start of automation journey —
start of organizational learning

store in SQL internal audit monitoring dashboard
database using Tableau

Standardization Testing would be documented

differently by tester, and
Process data with control 20 workpapers and requested data may differ
testing logic and produce P pap instance to instance

workpaper output upload to TeamMate+ Scaling Various cloud internal audits

are expected to operate and
report separately

Current state Automation state

80+ in-scope Instances
Weekly
~0.5 hours per instance

Automation-driven, team
seeking new use cases
actively

Standardized procedures
promotes simpler review
steps and promotes more
analytic capabilities

Allows for other cloud

internal audits to integrate

more smoothly into the new
framework RS g8



Use case example 3

RSM

SQL privileged access — testing & documentation

7

Problem statement: The IT business controls team conducted SQL database privileged access testing once a year for a sample of SQL DBs. This cumbersome
process required over 140 hours of manual data extraction and analysis and provided risk coverage over .02% of the population of SQL DBs.

Value of automation: Improved risk coverage, continuous monitoring, significant reduction in manual effort.

Extract permissions from
SQL DB instance

Aggregate and transform
extracts for optimized
analytics

Integrate data from AD &
HR sources to support
analysis

Use case process flow
( N\

Identify potential or

known instances of

excessive access via
logical indicators

Prepare output report
for review with key risk
indicators

Tool stack

Ui path m Power BI

Current state Automation state

Coverage
Frequency
Time savings*

Risk
identification

Defect
remediation

Regulatory
impact

Sample of ~ 35 databases
Annual
~4 hours per DB

Reactive — additional time
needed to identify potential or
known defects

Email notifications, human-
triggered reminders, manual IT
requests

Limited runway to address
defects in advance of
regulatory assessments

5,000+ SQL databases
Continuous/weekly
~0.2 hours per DB

Proactive — near real-time
identification at scale of
potential or known defects

Automated & workflow-
based naotifications,
reminders, access
administration

Continuous compliance
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Use case example

UiPath — evidence & data extraction for internal auditors

« Give time back to the business by automatically generating or
extracting data with compliance requirements fulfilled (l.e.
completeness and accuracy, timeliness, screenshots, etc.)

 Ensure all evidence extracted is correct the first time
 Take it further:

« Even have the bot or APIs upload these directly to a GRC tool
such as internal auditBoard, Workiva, Archer, etc.

« Have the evidence directly loaded into the workpaper or lead
sheet based on your organization's readiness

«  Work with IT owners to create tagging options to tag
transports/change documents/etc. directly with ticketing system
tools to help remove search time for IT and other app owners
looking for follow-up evidence

* Potential for 100% testing and/or continuous monitoring
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Use case example

Alteryx — internal auditBoard data & file extraction

+ Maximize the use of your GRC tool data by exporting your information
with Alteryx and APls

» Integrate your GRC tool data directly with data visualization tools like
Tableau or Power Bl

 Take it further:

« Even have the bot or APIs upload these directly to a GRC tool
such as internal auditBoard, Workiva, Archer, etc.

« Have the evidence directly loaded into the workpaper or lead
sheet based on your organization's readiness

«  Work with IT owners to create tagging options to tag
transports/change documents/etc. directly with ticketing system
tools to help remove search time for IT and other app owners
looking for follow-up evidence

* Potential for 100% testing and/or continuous monitoring
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Demo: journal entry testing bot

Manual journal entry testing can be a

cumbersome task, leading to lots of sample

requests, individual follow-up, and manual testing H

procedures. HI] @ \
o

Automating this process leads to improved testing Z=.§

accuracy, time returned to the internal auditor,
and enables the potential for enhancements such
as continuous monitoring.
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Where to start What doesn’t work Things to caution
« Think about what’s going to get « Going into this 'digital * You may not get it right the first
management most excited transformation' without buy-in from time
_ _ all stakeholders _
* What are the internal audit . Show the benefit + Change is the name of the game
Committee’s top concerns?  People will get new skillsets
.- : * Remove the blockers
* Is IT not providing business « Technology and system
champions what they need? « Lack of due diligence changes
- Don't be afraid to fail hard. fail fast « Understand the big picture * Processes may already be the

« Ensure the people, processes, most optimized, or just can't

- Start small — select a manageable and technology related to realistically be modified for
pilot use case automation efforts are automation
considered + Change takes time
* Do your research _ o _ .
. There are many different tools . Lack. 9f active monltorlng . Cor.nplllance |mpacts.
and approaches you can take « Utilize KPIs/KRIs with true + Bias in Al/automation
quantitative metrics + e.g. analyzing resumes
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Automation identification methods

Opportunity scan

Opportunity Scan

Scoring Configurations

Value Score Weighting

rocess mining

Business Cycl o i Use Case Name FitScore Simplicity Score Value Score
Frequency Weight
(A1) - (An) - (A1) M (An) v 3500 (e} —) 9.750 1 (—) 10 3750 ) 9.625 ‘zu% ‘
Legend
Time Weight
Fit Score 0% |
s 250 I 0000 | ° A
FTE weight
° = e w
Solution Purpose Py
O Aralytic 5 . @ o Process Risk Weight
@ iom e Avomszan A = \
4 Automation A D Prir Issue Weight
Value Score s D A . . [1o% ]
3750 H Gontrol Rsk ieight
) 6.000 5% A I
() 3 io% ]
(" )eo00 -
() 2525 27 Human Enor Weight
£ [to% ]
Notes: &
Maximum Score for Fil, Simplcity,
Vamun < Employes Morale Weight
Gpportunty Scor s ot of 30 Al . [io% ]
weighiing s customizable through
the sliderslocated on the ight sde of Gyele Time Redustion Weight
e Heat Map o ]
5
2 \Value Score Weights 100%
Simplicity Score Weighting Fit Score Weighting
. Number of Sources Vieight Process Stabilty Weight
B 15 | o ]
5 6 7 8 9 1 - ! -
[to% | 0% ]
Value Score
ig Rules Weight
Value Response Simplicity Response Fit Response [20% 1| [2o% ]
Avg. Control Frequency 208 Avg. Sources 3.32 | Avg. Process Stability 307 Data Volume Weight Sensitive Data Weight
Avg. Time Spent. 295 e ]| 2o ]
Avg. FTEs 138 | Avg. Data Integration 2.63 | Avg. Failure Consequence 263 Structured Data Weight Data Access Weight
wg. Process Risk 1 | Ave. Rules-Based, b b
Lo E 242 | avg. Data Auailability ERSY ot d:':;e:ffm[ess 329 [ [20% ]| [2o% ]
Avg. PY Issue 224 Output Frequency Weight Documentaion Weight
Avg. Control Risk 176 | Avg. Dats Volume 3.34 | Avg. Sensitive Data 334 | ign 1 o ]
Avg. Human Error Reduction 235 | pvg. Structured Data 2.62 | Avg. Data Access 227
Aug. Employee Morale 24 Total Fit Weight
Avg. Cycle Time Reduction 315 | Avo. Output Frequency 2568 | Avg. Documentation 3.00 | Total Simplcty Weight  100% | TotalFit vieig 100%

RSM
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Q&A




RSM

Thank you



Contact us

Steve Biskie

Principal, National Risk Automation Leader

» Email: steve.biskie@rsmus.com
* Phone Number: (303) — 298 — 6503

RSM

NELCENED

Manager, ERP Risk & Automation Services

« Email: jake.ryan@rsmus.com
* Phone Number: (614) — 499 — 7944
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THE POWER OF BEING UNDERSTOOD
ASSURANCE | TAX | CONSULTING

This document contains general information, may be based on authorities that are subject to change, and is not a substitute for professional advice or services. This document does not constitute assurance, tax, consulting, business,
financial, investment, legal or other professional advice, and you should consult a qualified professional advisor before taking any action based on the information herein. RSM US LLP, its affiliates and related entities are not responsible

for any loss resulting from or relating to reliance on this document by any person. Internal Revenue Service rules require us to inform you that this communication may be deemed a solicitation to provide tax services. This communication
is being sent to individuals who have subscribed to receive it or who we believe would have an interest in the topics discussed.

RSM US LLP is a limited liability partnership and the U.S. member firm of RSM International, a global network of independent assurance, tax and consulting firms. The member firms of RSM International collaborate to provide services to

global clients, but are separate and distinct legal entities that cannot obligate each other. Each member firm is responsible only for its own acts and omissions, and not those of any other party. Visit rsmus.com/aboutus for more
information regarding RSM US LLP and RSM International.

RSM, the RSM logo and the power of being understood are registered trademarks of RSM International Association.
© 2024 RSM US LLP. All Rights Reserved.
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