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Learning objectives RSM

1. Understand how internal audit can best adapt to changing business
conditions and provide relevant support amidst digital disruption.

2. Learn effective strategies for collaborating with stakeholders to address
digital challenges within the organization.

3. Discover how internal audit can foster innovation and keeping pace with
technological advancements to provide proactive insights in the digital era.
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RSM
The Era of Permacrisis

Since January 2020

* Worst global pandemic in 100 years

* Highest unemployment rate in 90 years

* Most significant war in Europe in 80 years

» Highest inflation in 40 years

« Most aggressive monetary policies in decades
» Failures in the banking industry

» Climate induced catastrophes

« Sharpening political divisions

» Outbreak of major hostilities in the Middle East
» Pending sense of helplessness
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Source: AuditBoard Audit + Beyond Conference — Risk and Audit Transformation in the Era of Permacrisis



Growing risk exposure gap RSM

Fueled by the permacrisis

Risks are emerging rapidly

Resourcing not keeping pace

Cyber

Supply Chain

Budget and operation implications

Pandamic

Source: AuditBoard Audit + Beyond Conference — Risk and Audit Transformation in the Era of Permacrisis



Permacrisis is being driven by the speed of risk.
» Faster rate of change
New and constantly evolving cenditions g
More emerging risks

Greater complexit
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| | RSM
Risk perspective Geopolitical uncertainty

Supply chain Technology adoption Third party risk
Culture Globalization
Cybersecurity Business continuity Health and safety
Financial |iquidity Mergers and acquisitions Digital disruption
Human capital Data governance

Economic and market pressures

] Operational costs
Legacy IT infrastructure :
nterest rates

Climate change Rise of artificial intelligence

Regulatory change

Talent development

Reputation Elevated inflation

Complacency and confusion N )
Inability to connect with others
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Navigating the digital disruption




ge that occurs when new
igital technologies and business
models affect the value proposition
of existing goods and services.




Expected global risk change

What are the top 5 risks your
organization currently faces?

Cybersecurity

1

2. Human capital
3. Business continuity
4

Regulatory change

Financial liquidity

6.

7. Marketchanges

8. Geopolitical uncertainty

9. Governance/corporate reporting
10. Supply chain and outsourcing
11. Organizational culture

12. Fraud

. Communications/reputation

15. Health and safety
16. Mergers and acquisitions

Source: 2024 |A’s Risk in Focus Global Survey

73%
51%
47%

32%
32%
30%
27%
26%
26%
24%

11%

What are the top 5 risks your
organization will face 3 years from now?

T

Cybersecurity

Human capital

Business continuity

Regulatory change
Geopolitical uncertainty

Market changes

Supply chain and outsourcing
Financial liquidity
Organizational culture
Governance/corporate reporting
Fraud
Communications/reputation
Health and safety

Mergers and acquisitions

67%

46%
41%

34%
33%
25%
23%
21%
20%
20%
15%
11%
11%

RSM

Digital disruption is
expected to move from
the fifth highest risk to
the second highest in

the next three years.
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Expected global audit effort change

What are the top 5 risks on

which internal audit spends
the most time and effort?

W NG s W

Cybersecurity
Governance/corporate reporting
Business continuity

Regulatory change

Financial liquidity

Fraud

Supply chain and outsourcing
Human capital

Organizational culture

Digital disruption

. Communications/reputation

Health and safety
Market changes
Climate change
Geopolitical uncertainty

Mergers and acquisitions

Source: 2024 1A’s Risk in Focus Global Survey

68%
55%
54%
46%
45%
42%
34%
30%
24%
22%
20%
17%
16%
11%

6%

What are the top 5 risks you expect
internal audit to spend the most time
and effort addressing 3 years from now?

2,

e

10.
11

13.
14,
15.
16.

Cybersecurity

Digital disruption

Business continuity
Regulatory change
Governance/corporate reporting
Human capital

Climate change

Fraud

Financial liquidity

Supply chain and outsourcing
Organizational culture

Market changes
Communications/reputation
Geopolitical uncertainty
Health and safety

Mergers and acquisitions

73%
52%
49%
37%
36%
35%
34%
29%
28%
28%
24%
22%
16%
16%
15%
8%

RSM

Digital disruption is
expected to move from
the tenth highest for
time and effort to the
second highest in the
next three years.
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Responding with agility RSM

To keep pace with digital disruption, Internal Audit will need a flexible strategy

Defensive Strategy — Protect the business Offensive Strategy — Deliver value

What can this look like?
How can it be measured? RSM | 20



Promoting collaboration RSM

Internal Audit and a seat at the table
« Aseat is not guaranteed

« Potential digital table opportunities
o Steering Committees
o Advisory projects
o Assurance services

» Variables influencing the invitation
o Welcome
o Willing
o Able

* Organizational impediments
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Embracing innovation

Business Imperatives y

Business strategy integration ;f“Z

Forward-looking, agile approach
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Attract, train, and develop talent

Collaboration and knowledge sharing

\

0.0 O

On-going investments (A
AN

Key Internal Audit Activities

RSM

Foster partnership with LOB
Encourage proactive communication of changes

Agile (big 'A’) approach to auditing
Establish methodologies for emerging technologies
Maintain partnership with LOB

AN

AN

Communicate opportunities to work with new &
emerging technologies, processes
Ever-evolving landscape

Collaborative tools
Real-time issue sharing with stakeholders; reporting

AN

Audit tools (automation, analytics, Al)
Trainings

AN
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Case Studies
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THE POWER OF BEING UNDERSTOOD
ASSURANCE | TAX | CONSULTING

This document contains general information, may be based on authorities that are subject to change, and is not a substitute for professional advice or services. This document does not constitute assurance, tax, consulting, business,
financial, investment, legal or other professional advice, and you should consult a qualified professional advisor before taking any action based on the information herein. RSM US LLP, its affiliates and related entities are not responsible
for any loss resulting from or relating to reliance on this document by any person. Internal Revenue Service rules require us to inform you that this communication may be deemed a solicitation to provide tax services. This communication
is being sent to individuals who have subscribed to receive it or who we believe would have an interest in the topics discussed.

RSM US LLP is a limited liability partnership and the U.S. member firm of RSM International, a global network of independent assurance, tax and consulting firms. The member firms of RSM International collaborate to provide services to

global clients, but are separate and distinct legal entities that cannot obligate each other. Each member firm is responsible only for its own acts and omissions, and not those of any other party. Visit rsmus.com/aboutus for more
information regarding RSM US LLP and RSM International.

RSM, the RSM logo and the power of being understood are registered trademarks of RSM International Association.
© 2023 RSM US LLP. All Rights Reserved.




